SO GD VA BT QUANG NGAI  CONG HOA XA HQI CHU NGHIA VIET NAM

TRUONG THPT LE QUY PON Pic 1ap — Ty do — Hanh phiic
S6: 15a/KH-LQD Binh Son, ngay 28 thdng 3 ndm 2026
KE HOACH

DPam bao an toan thong tin Email cong vu trwedng THPT Lé Quy Pon

Cin cit Coéng van s 2467/SGDDT-QLCLGDCNTT, ngay
28 thang 11 nim 2025 ctia S& Gido duc va Pao tao vé viéc dang ky tai khoan
email cong vu cho can bd quan ly, gido vién, nhén vién tai cac don vi truc thugc
S&;

Céan ctt Cong van §6 680/SGDDT-QLCLGDCNTT, ngay 26/02/202 cua
S& GDPT Quang Ngii vé viéc cap tai khoan email cong vu cho cén bg quan ly,
giao vién, nhan vién; ’

Trudng THPT Lé Quy Pon xdy dung K& hoach Pam bao an toan thong
tin Email c6ng vy ciia Truong THPT L& Quy Don, nhu sau:

I. MUC PICH, YEU CAU

1. Muc dich

bam bao hé théng thu dién tir cong vu cia nha truong van hanh thong
sudt, an toan va bao mat thong tin tuyét dbi.

Phong ngira cic nguy co bj tdn cong mang, dnh cép tai khoan ho#ic phat
tan virus thong qua Email.

Néang cao nhén thic va trach nhiém cia can bg, gido vién, nhan vién
(CBGVNV) v& an toan thong tin (ATTT) trong méi trudng sd.

2. Yéu ciu

100% tai khoan Email c6ng vu dugc kich hoat bao méat ding quy dinh.

Toan thé CBGVNV tuén thii nghiém ngit Quy ché st dung Email ctia nha
truong.

II. NOI DUNG TRIEN KHAI

1. Cong tac quan ly tai khodn va dinh danh

Ban Quan tri thuc hién ra soat, cdp méi va thu hdi tai khoan kip thoi dbi
Vv6i cac trudng hop thuyén chuyén cong tac, nghi huu.

Yéu ciu 100% CBGVNV thyc hién dbi mat khdu mic dinh ngay sau khi
nhan tai khoan. Mat khau phai dam bao d6 phuc tap (c6 chir hoa, chir thuong, s6
va ky tu dic biét).

2. Trién khai cac giai phap k§ thuit bio mét

Xiac thwe 02 16p: Huéng din CBGVNV cai dit xdc thuc qua sé dién
thoai hodic mg dung (Authenticator) dé bao vé tai khoan.

Kiém soat thiét bj: Khuyén cdo chi dang nhap Email céng vu trén cic
thiét bi c4 nhan an toan, c6 cai dat phf?m mém diét virus.



Quin ly Email don vi: Van thu thyc hién sao luu (back-up) céc email
quan trong dinh ky hang thang dé tranh mat mat dit liéu.

3. Phong chong mia ddc va lira dio qua mang (Phishing)

Tuyét d6i khong nhdp vao céc lién két la hodic tai cac tép dinh kém tur
nhing dia chi Email khéng 13 ngudn gbc giri dén hom thu cong vu.

Khi phat hién cé thu rac, thu cé d4u hiéu lira d4o, c4 nhan phai bao ngay
cho Ban Quan tri d& thyc hién chin (block) dia chi d6 trén toan hé théng cla
truong.

4. TAp huén va tuyén truyén

T chirc budi huéng dén k¥ ning nhan dién thu gia mao va cach xit Iy su
¢b ATTT co ban cho hdi dong su pham.

Ldng ghép ndi dung ATTT vao céc cude hop t6 chuyén mén dinh ky.

III. TO CHUC THUC HIEN

1. Ban Quan tri Email cong vu

La dau méi tiép nhan va xtr ly cac su ¢ vé ATTT.

Thudng xuyén cdp nhat cac canh bio vé 15 hong bao mat tir S& GDDT
Quang Ngii dé théng bao kip thoi cho gido vién.

2. Can b, gido vién, nhan vién

Chiu trach nhiém bao mat tai khoan c4 nhén. Trudng hop dé 16 mat khau
dan dén mét an toan thong tin chung phai chiu trach nhiém truéc Hiéu trudng.

Tuyét dbi khong dung Email cong vu dé ding ky cac dich vu giai tri truc
tuyén.

3. Bo phan Van phong

Pam bao cac may tinh tai phong Vin thu, phong lam viéc ctia Lanh dao
duoc quét virus dinh ky va cép nhat h¢ diéu hanh m&i nhét.

IV. KINH PHI THU'C HIEN

Kinh phi phuc vu céng tac dam bao ATTT (néu c6) duoge trich tir ngudn
ngan sach chi thuong xuyén cia nha truong danh cho cong tdc CNTT va
Chuyén ddi s6.

Trén day 1a K& hoach dam bao an toan théng tin Email céng vu cua
Truong THPT Lé Quy Pon. Yéu ciu cac bd phan va ca nhan nghiém tic trién
khai thuc hién./.

Noi nhin:

- HT, PHT;

- B6 phan quan tri;

- Céc tb chuyén mon;
- Luu: VT.




